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PROTECTION & AUTOMATION UPDATES

ICT with SimIED

MODBUS 2.0 and 2.1

DNP, 104, MODBUS Editors

GTNET firmware Remove TELNET and FTP, RTDS shell on USB console
« SSO Relay model

« GOOSE Analyzer
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_SCL file
Feor | e
— IED2 ICT’s SimIED import
ICT ENHANCEMENTS ap _’[ ]
— IEi)n
. Extract the chosen IED
SI m I E D featu re to e m u Iate 3rd pa rty I E DS Apply configurations and restri.ctions as necessary
Add the converted IED to ICT project
« Any valid IEC 61850 SCL file (such as ICD, CID or SCD) e )| —SimIED! AEDI)
with one or more |IEDs T commmnt || [ ommmbaonparamtr
- |EDs will be treated identically to those created from i Do
the ICT |tse|f | Component2 - |t Data Templates
« Only standard data types and LN classes are \ )
supported (as defined in IEC 61850-7-x) l
e Tutorial Cases\03 Protection and Automation\06

GTNET Applications\03 Relay Interfacing with IEC RSCAD FX Draft RTDS Simulation
61850\03c Incomplete_IEC61850_SimIEDs "GSE-W Component(s) | |~GTNEsz module(s)
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SIM IED

Importing and Simulating a 3" party IED

SN Project
MNew Project

Cpen Project
Close Project

Save

Saveds

Export..

Exit

RSCAD FX - IEC 61830 IED Configuration Tool ver 2.0.0

Library Help
ents

ject)

|[ED Publishers

Simulate [ED

Open
<« v 1 <« Desktop » ICT
Organize = MNew folder

FS

RTDS_MANUALS W+ » Mame
Sustaining Applical
RTDS_support
RTDS

¥ Substation_001

gtnet
SharedDocs
Sachintha

3

8

DocC

Tutorial_Case v £

Search ICT

. M @

Date modified

2022-06-09 12:32 PM

File name: | Substation_001

v‘ Al IEC 61850 Files

SCD File

Cancel

Upon import, the SCL is validated against 61850 schema and

B SimlIED - IED Edition Detection

x

Choose the best method to detect the IEDs' edition contained in the selected SCL file:

@ Default - Detect from SCL (Edition 2.0)

Manual Selection:

Approximate from [ED(s)

a warning/error summary is provided, if any exist
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SIM IED

SimIED Utility Makes it Easy step by step

B SimlED Utility X

Welcome  Source IED Component |ED TMPLT  AccessPoint LDevices DataSets Goose CB Report CB Upload Inputs Import Finished
Import Status

The IED was imported successfully into the current project. The IED model may have required medifictions to make the [ED compatible with the RTDS, See below for addticnal information,

Details :

SimlED Utility Report:

Project directory: ChUsers\dean\Documents\RSCAD\RTDS_USER_FX\CTAUSRYCT Projects
Source SCL file: ChUsers\dean\Documents\RSCADVRTDS_USER_FXAMMS\WIZIMA.icd
Source IED manufacturer: null

Source IED name: VIZI_SV_HSRFPRP

Output IED name: VIZI_SV_HSRPRP

Summary:
General Info items detected: 16
‘Warnings found: 2

Errors found: 0

Please see below for summary details.

The imported IED can be view usina the IED modeller found under the IED's DataModel.
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cT]
File Project Library Preferences Help

Draft Components Project Properties
v si i Edit
SImIED (Project) M‘ e SCLEdition Project Name -
= " [CMPNT] GTNET4 oca
eorr | 21 SimIED
» " [IED] VIZI_SV_HSRPRP
O Header
onfigure
id RTDS IEC61850 / IEC61850 station
ollD RTDS IEC61850 Configurator Tool
version 0

Compile =
Save e

(Project cont.)

Compile Status x

o Compile complete.

NA

Desc Value

History Subnetworks AccessPeints

Console

Mo content in table STATUS: successful.
INFO: -—--m- Compile started: 2023-05-04 10:24:87 ———-——
STATUS: Validating project...

STATUS: Project validatation complete.

STATUS: Building project...

STATUS: Build complete.

- Compile ended: successful true, errors 0, warnings 0 ——————
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MODBUS ENHANCEMENTS

Modbus Component File version 2.0 and 2.1

« Version 2.0 supports modification of Holding Registers from Runtime Variables and from
Client commands

« Version 2.1 supports only 3 outstations and increased support for up to 415 Input Registers
and Holding Registers
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NEW GTNET EDITORS

DNP, Modbus, IEC 60870-5-104

 Right-click menu option to launch new editors
for the simulation data mapping of variable to
the protocol

2023 NORTH AMERICAN RTDS APPLICATIONS & TECHNOLOGY CONFERENCE

GTNET-IEC104
IEC 80870-3-104
Dutstation
Mame: GTMET104 Saresr

GTIOF

BinarystatusPoints

ar CoPY c
Databa: "\t »
F
Auto-Naming ¥ Common r
Rotate R Expression
Mirror I Definition
Group/Degroup G | Definition (CBuilder)
File1 indicates Find b Export As TSV
in Variable Mame
mapped to Print Parameters P Import CSV
{or Input) address
nd 1 Copy Data IEC 60870-5-104 Database File
Description [
File1 indicates |_'E|F' E1
in Variable Mame
mapped to r i !
(o1 Output] address Maove To New Hierarchy Box
state 0} and of 13

It =tate 11
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NEW GTNET EDITORS

m IEC 60870-5-104 Editor, version:1.00-b34 2023-03-21 17:33:39 - O X

Type: 2.0 maximum 10 outstations. Close database to change type!

Simple Common Look and Feel

1o [10R | Varbi ame | imap | oot tte [ Gro s st s
10000 9512  DPCTRLO_T - - 0x9 - DPCTRL1_bO
10001 9513  DPCTRLO1 - B 0:9 - DPCTRLI_b2

« Automatic conversion of legacy text
based mapping file to XML based file

 Description fields for each point to
better identify the purpose in the

simulation
* Intuitive combo-box options in each e
point’s cell data C @ @ " New [l G2 a s -
ew hv-j Copy ,.,_Delete Save Tz
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GTNET FIRMWARE

Security Updates

« GTNET firmware had a security risk with unsecured access methods such as FTP and TELNET
« GTNET firmware going forward will no longer provide FTP and TELNET
» Access to GTNET terminal messages will be through the USB console
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SSO RELAY MODEL

Protection Against Sub-Synchronous Oscillations

« With increased integration of renewable energy resources, FACTs devices and series
compensation, sub-synchronous oscillations (SSO) have become more common in electrical
power systems in recent years.

 Specially designed relaying devices are often employed to detect and isolate harmful SSO
conditions as when unconstrained, they can lead to widespread equipment damage and
system instability.

« RTDS has designed and implemented a SSO relay model for the P&A library that can
effectively extract sub-synchronous components in system measurements to quickly detect
SSO conditions
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SSO RELAY MODEL

What are Sub-Synchronous Oscillations?

« Sub-Synchronous Oscillations (SSO) are a form of interactions between an electrical energy
source and a transmission system, which cause an energy exchange between the two entities
at a frequency below the nominal system frequency (60 or 50 Hz).

« There are several types of SSO phenomena depending on what segments of the power
system get involved in the interactions.

« The most prominent types of SSO are Sub-Synchronous Resonance (SSR), Sub-Synchronous
Torsional Interactions (SSTI), and Sub-synchronous Control Interactions (SSCI).

» Undesirable power system issues including equipment damage caused by real-world SSO
events associated with inverter-based resources are reported in IEEE Trans. Power Systems, vol.
38, no. 1, pp. 316-330, Jan. 2023
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SSO RELAY MODEL

Technical Challenges to Detect Sub-Synchronous Oscillations

« Conventional numerical protection relays are designed to operate on fundamental frequency
components and, therefore, often apply various filtering techniques to remove off-nominal
frequencies from measurements.

 In contrast, SSO protection relays are specially designed to detect frequency components in
system currents (and voltages) below the system synchronous frequency (i.e., sub-
synchronous frequencies).

« Accurate phasor estimation calculations time become larger as the frequency of interest
becomes lower. As a result, SSO relays generally have longer operating times that can go up
to 1 second with added time delay.
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SSO RELAY MODEL

Technical Challenges to Detect Sub-Synchronous Oscillations

« However, quicker operation is required from relays to be effective against fast-developing
SSO phenomena such as SSCI.

« Transient events that are not SSO can generate sub-harmonics. These events, however, are
transient in nature and tend to be well-damped, hence SSO protection relays should not
respond to them.

« Modern power systems containing various entities that interact with each other can
potentially generate SSO conditions with more than one genuine sub-synchronous frequency
component, further complicating their detection.
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SSO RELAY MODEL -

SSO Relay Model

P — = — o — e — s — s — s — s — s — —.

measurement Front-end filter
from DRTS | (Band-reject)
. . (Vorl :
Detection Algorithm i '
! Down sampler
: : . !
« 2nd order band-reject filter eliminates i
i Operating mode - ———— — — —/~ =
nominal frequency component. " Single Y Mudtiple

» Magnitude errors introduced by the
band-reject filter are appropriately Frequency range(s)
compensated and down-sampled.

 Single or Multiple SSO Frequency
detection operating mode.

 Additional filtering results in an added Protection settings

»| Band-pass filter(s)

v

SSO phasor estimator
(SDFT algorithm)

- | » Monitoring signals
| - SSO magnitude(s)
! - SSO frequency(s)

'

time delay of about 80-120 ms in the (No. of elements, —Lp SSO detector (s)

pickup values &

multiple mode operation time delays)

—r— Pickup signals

—L—» Trip signals
I
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SSO RELAY MODEL -

SSO Relay Model

P — = — o — e — s — s — s — s — s — —.

measurement | Front-end filter
from DRTS | (Band-reject)
° ° V 1 .
Detection Algorithm Vorb |
| Down sampler
I
« The SSO phasor estimator uses a Smart _ i .
) ) Operating mode - —— — —— — —/— =
Discrete Fourier Transform (SDFT) ' Singlo ? Multiple

algorithm, an extension to the standard

DFT, to estimate the SSO frequency(s). Frequency range(s)
« The SDFT algorithm is effective for a

wider off-nominal frequency range and

immune to noise and harmonics,

therefore dedicated ani-aliasing is not Protection settings

»| Band-pass filter(s)

v

SSO phasor estimator
(SDFT algorithm)

- | » Monitoring signals
| - SSO magnitude(s)
! - SSO frequency(s)

'

necessary. (No.of elements, —Lp SSO detector(s)

pickup values &
time delays)

—r— Pickup signals

—L—» Trip signals
I
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SSO RELAY MODEL

SSO Relay Settings

« Up to 3 SSO elements that can be setup

in parallel with different pickup settings Operating Time Delay Op. Time
i SSO Magnitude n topl A
and time delays. ey > (=
Oppick1 ‘
. S . 3 ng 1+ top2 R S
 This forms a definite-time characteristic Pickup Set. 2 : ; Dmp Ll
H H O ic i
that provides faster operation for o —>‘top3 P N
‘ . oy Pickup Set.3 |- ol | |
rapidly growing SSO conditions and O e
slower operation for low levels of SSO OPpicta = OPpicie > Oppiis B - >
- top1 < top2 < Top3 Opyicks Oppick2 Oppicki ~ SSO
conditions. Magnitude

2023 NORTH AMERICAN RTDS APPLICATIONS & TECHNOLOGY CONFERENCE




SSO Frequency Mode 1 — Element 1

Freq. range
validation

0 = false
(Mode 1) 1 = true

SSO RELAY MODEL oo

SSO Magnitude ——4 Slto,
0

S

Pickup Setting 1

Optional Security Features O Supridon -

ROCOF Supervision =--=-========-=-=----

« The SSO relay model comprises of an
Mode 1 — Element 1
optional security feature to have the (Ph. A

i :
: External . I
! Block 1 o

SSO detection logic supervised by E: : | Optional i
system line-to-neutral voltage and/or Blment? s
the rate of change of frequency (ROCOF) pemen "7l
of estimated SSO frequencies. ot t
. The supervisory elements guard against Undervoliage (V) Supervision, | ROCOF Supervision
misoperation of the relay for fault- : P ' : oo > :
induced behaviours of the system. : [Voltage (. B =17 | Iroeoses s >_:):>:
g|vmm@(mmcﬂ %; g
! .

[ROCOEF (Ph. )| E::>>_
o Optional .
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SSO RELAY MODEL

Simulation Test Case

« Power system simulated in this
work consists of a Type Ill wind
plant and a series compensated
transmission line, which as a
result, is prone to produce SSCI

Bus 1
Type 111 Remote Power
. System 2
Wind Plant Line 2: 100 km 345 KV

Series capacitor

)

Remote Power
Syetem 1

345 kV
11.9025<84 Q

50% of Line 1

71 =3527<87.04Q  7975<83 O

70 =132.03<73.58 Q
E—
CB2
Bus 3

Bus 2 Z1=170.53<87.04 Q
70 =264.06<73.58 Q

2023 NORTH AMERICAN RTDS APPLICATIONS & TECHNOLOGY CONFERENCE

3%
CB1
:IJI ﬂ»x}g
Line 1: 200 km

SSO Relay




......................................................................................

S S 0 REL AY M 0 DEL Digital real-time simulator Bue 1

Series

Simulation Test Case | capacitor AT
5 CB1 CB2
I " % —
« In order to benchmark | B ;
! yYpass
performances of the developed 5 Breaker < I |
SSO relay modgl, a c.ommerual : H SSO Relay Analogue
SSO relay (physical) is ; Model Output
connected and tested in parallel R R |
: : Hardwired
« Configured in such a way that Trip signal T comnection
only one is active at a given Hardwired [ — (low-level V)
instant. This arrangement helps . comection. | o = =
— o |(secondary V,I)| 566 006 o
to observe performances of the = = e ¢ ©00 000
— = ©@O© 00O
two SSO relays independently.
Commercial SSO relay Amplifier
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SSO RELAY MODEL

Simulation Test Case

5]
- Operation of the SSO Relay :
Model during a SSCI condition. “

« Operation of the SSO Relay % SSORelay Pickny ||

. ] ﬁ 230 Relay Trip y

Model during a faster growing £ | ———— Bypass Breaker Conrol_|

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Time (=)
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SSO RELAY MODEL

Simulation Test Case o N R e R — |
|
% 2 | III ||'I ;Ilrl | |II|| ||-.lI IIITI 'ﬂ" ""jll | | [\
« Operation of the Commercial = o FYSANRRE M }(“J (A \ s i R TR
. O R f\ I|I AN e
SSO Relay during a SSCI -2 ‘“ IJ T ) i v
condition. -4
L — E E;Jétst“{g - i_
- Operation of the Commercial =~ &  {e——— i el 50 et T 1]
SSO Relay during a faster £ = Bypess Bredker Conrol_____
growing SSCI condition. ” —
¢ 01 02 03 04 05 06 07 08 09 1
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GOOSE ANALYZER

Intuitive Tool to Capture and Analyze GOOSE Packets

m RTDS P8A Suite IEC 61850 Analyzer, version:1.00-b26 2022-11-18 08:58:22 — O X
(OCEATRRRENE] cnov o e
b GOOSE (layerZ) | ’|C aptul li Open Clear Analyze || TestMsg Sho .A to Clea sages

« Routable-GOOSE (layer3)
«  Wireshark capture files
« Deep level packet inspection

« Visual representation of
information

No content in table

GOOSE Publishers

Selected netlF: Bluetooth Device (Personal Area Network) #2IP Address:
Selected netlF: Realtek USE GbE Family ControllerlP Address: 10.103.41.214
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GOOSE ANALYZER

m RTDS P&A Suite IEC 61850 Analyzer, version:1.00-b26 2022-11-18 08:58:22 — O X
[ ]
G O 0 S E d eta [ I S _ Publisher 1/18 captured GOOSE messages —
Capture 1; Open :‘ Clear P Analyze || TestMsg ! Show Messages u Auto Clear Messages . Show Re-Transmitted Messages
Wﬂ_a_-m M
« Review content of the stream 2 2023-05-0409:18:14.893189 4 false 30 [ Name Value l
. . . 3 2023-05-04 09:18:14.897132 5 false 130 ¥ Communication Src: 34:48:ed:7f:3d:4d Dst: 01:0c:cd:01:00:1
O CO I I l I I l u n I Catl O n S e Ctl O n 4 2023-05-04 09:18:14.907149 5 1 false 60 Destination 01:0czcd:01:00:11
. . Source 34:48:ed:7f:3d:4d
5 2023-05-04 09:18:14.927099 5 2 false 120
¢« GOOSE details section o 100 (e 803 10 VLA et 1
6  2023-05-04 09:18:14.967186 5 3 false 240 therType @100 ( 10 tagged frames)
7 2023-05-04 09:18:15.047143 5 4 false 480 VLAN ID 2
8 2023-05-04 09:18:15.207144 5 5 false 960 VLAN priority 4
E B e [ E E ¥ GOOSE details IED_RTDSProtCtrl/LLNOSGOSgebi
10 2023-05-04 09:18:15.907103 6 0 false |30 ApplID* 7
11 2023-05-04 09:18:15.917138 6 1 false 60 PDU Length® 200
12 2023-05-04 09:18:15.937155 6 2 false 120 Reserved1® 0x0000
13 2023-05-04 09:18:15.977139 6 3 false 240 Reserved2* 0x0000
14 2023-05-04 09:18:16.057125 6 4 false 480 » Data details
15 2023-05-04 09:18:16.217150 6 5 false 960 b Last received GOOSE information
(IF\ 2022-05-N4 09-12-1R 537142 A A falsae 102 I] . a » ACTI‘Vity;EI’I’DI’S
Pub 1
Selected netlF: Blustooth Device (Personal Area Metwork) #2IP Address: k-
Selected netlF: Realtek USE GBE Family ControllerlP Address: 10.103.41.214
Sniffing the Netwerk for GSE Publishers i
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GOOSE ANALYZER

DATA d eta i I s [ RTDS P& Suite IEC 61850 Analyzer, version:1.00-b26 2022-11-18 08:58:22 - O *

F Open “ Clear P Analyze || TestMsg B Show Messages E Auto Clear Messages . Show Re-Transmitted Messages
® Data deta ||S iS Used tO m_mmm IED_RTDSProtCirl/LLNOSGOSgch2
view contents of GOOSE R R —_ :‘;fjif::"s
stream I T N
. OldData false BOOLEAN
* Data Items a re deCOded Inconsistent false BOOLEAN ST

intO BOOLEAN, INT32, Inaccurate false BOOLEAN ST
FLOAT, D-PQS, Structures source process SIS

. . Test false BOOLEAN 5T
* Q U a | Ity Ite m S a re OperatorBlocked  false BOOLEAN ST
d eco d e d stVal false BOOLEAN ST
. . » Quality 0000000000000 Quality ST
« Value of item visually swal Dbpos T
cha nges co lor i.e. false b Last received GOOSE information
tr u e » Activity/Errors

Selected netlF: Realtek USB GbE Family ControllerlP Address: 10.103.41.214

Selected netlF: Bluetooth Device (Personal Area Metwork) #2IP Address:
Sniffing the Metwork for GSE Publishers ]
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GOOSE ANALYZER

m RTDS P&LA Suite IEC 61850 Analyzer, version:1.00-b26 2022-11-18 08:58:22 - O *

_ Publisher 2/1 captured GOOSE messages ]

u Show Messages B Auto Clear Messages . Show Re-Transmitted Messages

DATA details

TestMsg

Analyze
P ¥

IED_RTDSProtCtr/LLNOSGOSgch?2
I » GOOSE details

 Data details is used to
view contents of GOOSE

¥ Data details

stream | mwibwe | vewe | tee [ |
. OldData false BOOLEAN 1)
« Dataitems are decoded I P e |

intO BOOLEAN, INT32/ Inaccurate false BOOLEAN ST
FLOAT, D-POS, Structures .

Test false
. Qua“ty items are OperatorBlocked  false BOOLEAN ST
stVal false BOOLEAN ST
deCOded » Quality 0000000000000 Quality ST
« Value of item visually sl Dbpos ST
Changes Co|0r i.e. fa|Se » Last received GOOSE information
b Activity/Errors
true

Selected netlF: Realtek USE GbE Family Controller|P Address: 10,103.41.214

Selected netlF: Bluetooth Device (Personal Area Network) #2IP Address:
Sniffing the Metwork for GSE Publishers ]
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