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Workforce Needs

* Who is going to run the power system?

* Power system training is in significant
demand specially because of the growing

workforce needs:
- Existing workforce is retiring faster than new
workforce is trained, and
- They need to be trained in new technologies
that did not exist a mere few years ago.




Virginia Tech Electric Service (VTES)

» B9KkV delivery from AEP/APCO > 138 miles of underground cables
» Four12.5 kV substations » Alltime peak - 65SMW
» Eight substation transformers (double redundancy) » Average daily peak - 45MW

» 1,283 distribution transformers

Slide by Nam Nugyen, Executive Director of VT Energy and Utilities, used with permission.



CoGen Power Plant

vy

Virginia Tech Division of Facilities | Energy and Utilitie

Slide by Nam Nugyen, E

xecutive Director of VT Energy and Utilities, used with permission.

v

VIRGINIA
TECH.

Total 330,000 Lbs/hr capacity
Four natual gas boilers

Two coal boilers last operated
in 2020 (to be decommissioned)

200,000 lbs/hr avg. winter
hourly steam load

75,000 lbs/hr avg. summer
hourly steam load

6.25 MW turbine generator
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VTES Reliability Metrics YecH

Annual average number of times Annual average minutes
that a VTES customer is out of power that a VTES customer is out of power
VTES SAIFI COMPARED VTES SAIDI COMPARED
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Slide by Nam Nugyen, Executive Director of VT Energy and Utilities, used with permission.



Games, 3D Games
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Three Ingredients

"
33 Need: Workforce Development
L4

% Enabler: University-Owned Utility
X

- A

m ldea: Games 3D/VR




VR-Based Grid Operator Training

* Traditional training programs are
often based on conventional
methods, such as studying
documentation or practical training
with equipment level operation.

* Our goal is to provide experience
hands-on experience in working with
human-machine interface (HMI)
panels of the grid- level control.

- Monitor grid conditions

https://www.bpa.gov/about/careers/explore-a-career-at-bpa/bpa-

- Control assets apprenticeship-program/substation-operators

- Coordinate local resources
- Restore service after unplanned outages

9/26



But First, the Digital Twin

 Adigital twin is avirtual replica of a
physical system with live data link.

* Adigital twin is based on the digital s
simulation of the system, but instead EDD
of using arbitrary data and inputs, it W
uses actual data from sensors

ACTUAL GRID MONITORING -
EMS, SCADA, DERMS, ADMS

connected to the physical system. I:I

That is, it has two major components: — Pseh
- Asimulator e T
- Real-time data input cLoU RERLTIVE SILLATOR

* In power system, a digital twin is
typically (but not always) built using a

real-time simulator.
10/26
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Equipment acquired through a grant from Virginia’s Commonwealth Cyber Initiative (CCl). PB5 is donated by Dominion Energy. 11/26



VTES Digital Twin Architecture

e Components

- Physical system
VTES system

- Virtual system
Cyber-power simulation testbed

- Connection

Secure data link with VTES control
center

Real-time data

* Services

- Resilience planning

- Cybersecurity testing
Decision support
Workforce training

Courtesy of Prof. Chen-Ching Liu, Virginia Tech, 2024.
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VTES Simulation in RTDS

|Z Virginia _USER_FX_1_3_2\fileman\VTES_Reduce_dist.sib Compiled on: rack3  Started: 10:45:39 i
(1129 | SUB D M l.018€-7[5.233E-1
o o] SMW DG
Reactive - Eo| — L - St e
B = P D1 X1 v at substation .
2 R Qb4 Thl
> S B bR ket e o ] 3tS )
T
Lo | v4 D3 02 FD2A/FD28 e b
o iR H
[ast ] | P D3 QD3 PD2 QD2 H o)
| e |
B11/D5 | 08 06 EAN =
T | | — pei] | S1) SUB_ i
Ml | a5l el
! o & 1.060 | | |} 05701 | 0.280 _ [0.1499 [0.06995 =
»0| a0 r -
s c3/012 Q c1 3 3
4 [ 1 = @ ma-m(mr : ok FCIA/FOB
) ul| (IO52 810 o7 . [0os0 |[04599] ] ] :
@ Ead M
1.008
1.75 Jos "Ll I E SiEe
—— N o
|

2 1-(.:4

|—ou
e ot 1

I
OmegaS;

10MW Storage

=]
o

00

at substation B E‘D

g

PsrcB QsreB
13.21 6.367
OMEGA
377.0

sub8

SUB B

S1)SUB_.

Islandi?
0

oo

B9

1

DeLKaEsS
i
B8

FB3A/FB3B

n

e

=)

&5

Q D11
H

FZD“ [
‘@
B

1.031

(0.4605 |

28]

812 &
0 I

1]
P8z | aerz] |[LB3| asi
1.120 Hu,zus

‘[Foi0 J[epio ]
0,9599

P _B1S B15
02546 | [0.1284

1
P B1 a8 P B2 Q82
1670 |[0.8099 [ 2.370 | 1.150
81 82

ERTERT

S|

P C3
N 0.260
Q.c3
0.130

(&)

(%] FC2A/FC2B

P CS Qcs |[[Pcs [ aca
0.3107 || 0.1503 | | 0.6079 J[ 0.289

2MW Solar
at substation C

Psref PV

WPLL PV [ Ps PV Qs PV e e B
377.0 1.588 3.614E- 77 - .
S HE
[T T v e &l

wf 1] )

o8
| = Subsyste.
: | BF
= o || e =
[ o | 800 0.0
(3512 |[ 3512 ]
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Second, the Virtual Reality Environment

* The virtual reality environment is
developed using Unreal Engine 5.

* This environment offers a setting where = =
trainees can interact and operate with ,
substation equipment and observe the
effects of their actions on the digital
twin of the grid.

* AVirginia Tech Electric Service (VTES)
substation is modeled as the basis for
the virtual reality environment. Modeled VTES substation

14/26



Creating a Virtual Substation 101

3D Scanning

iy,

)
W

Control Room Interactions

15/26
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Unreal Engine 5 Workspace

€ EnhancedinputAction IA_Move

Triggered [

53 StJr}Teleport Trace

J GetWorld Location

Target Neturn Value @ °

¥ GetForward Vector

Target Neturn Value @

© Try Teleport

Unreal Ehgine 5 Level Editor An example of Blueprint Visual Scripting
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Virtual vs Actual Reality
* Video (20 seconds) by Niki Hazuda

* https://news.vt.edu/articles/2025/04/eng-ece-digital-twins-virtual-reality-workforce-training.html

“With virtual training, we exponentially reduce restrictions and increase flexibility,” said

Nam Nguyen '88, executive director of Energy and Utilities at Virginia Tech. “There are

more opportunities to virtually walk around the substation. Trainees can make mistakes,
and we can even create outage issues. It allows our new linemen to go through the process

of identifying and problem solving, all without affecting the real system or people.”

18/26



Case for Real-Time Simulation

* Grid-level control training requires trainees to interact with and operate
on a functioning electricity grid.

* Inducing catastrophic unplanned outages or similar events in the power
system for training purposes is unfeasible.

 Traditional simulation software do not provide practical, timely feedback
to trainee actions due to the mismatch in timescales between simulated
environments and the real power grid.

 To address this, we utilize the capability of RTDS real-time simulation
platform to provide a cost-effective and accurate digital twin of the grid.

19/26



Digital Twin of the Grid (Simple Version Due to NDA)

ASSIGN
CONTROLS
GROUP# 1

TOCORE 1

j GTNET-SKT

GTNET Card & 1
GTIO FiberPort 4
GTNETSKT 11
Mode UDP
RemotelP  45. 2 .120.210
Remote Port 12345
LocalPort 12345

Variables To: 5 T 3
SendDataFlsg NewDataSeq
NewDataFlag
SocketOvr
ReadyToSend
InvMsg

Proof of
concept digital
twin grid

o
Q3

A \)-e

@ P_SOURCE 1A2 @ fload2

Measurements

Source Parameters

Parameter Value
Source Voltage 230 kV
Frequency 60 Hz

Load Parameters

Channel

GTNET-SKT Communication

Parameter Value

First Load Resistance 1.5Q
First Load Inductance 0.1 H
Second Load Resistance 10 Q
Second Load Inductance 0.05H

20/26



RSCAD Runtime vs VR Interface
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UDP Communication Code

Inititalize
measurements
and control data

Initialize and start
UDP connection
with the VR
environment

shared_data_control
data_lock = threadi

local_ip = local_pc_ip
local _port = 12345
remote_ip = rtds_send_ip
remote_port = 12345

receiver_thread UE5 = S ad(ip=local_ip, port=PC_SERVER_PORT)
receiver_thread_UES.start()

sender_thread UE5 = ClientThrez
ip=local _ip, port=SIM SERVER_PORT, sim_server_ip=local _ip, sim_server_port=SIM SERVER_PORT
)

sender_thread UES5.start()

udp_comm = UDPCommunication(local_ip, local_port, remote_ip, remote_port)

receiver_thread_RTDS = threading.Thread(target=udp_comm.start_server)
receiver_thread_RTDS.daemon =
receiver_thread_RTDS.start()

sender_thread_RTDS th 1o ad(target=udp_comm.send_data_repeatedly, args=(SEND_INTERVAL,))

sender_thread RTDS.daemon =
sender_thread RTDS.start()

Store local PC
and RTDS IP
address and port

Initialize and
start UDP
connection with
RTDS GTNETx2
Card

22/26



Setup

The setup can provide trainees with a realistic training environment for
real-time station and bay level control related tasks.

 The setup consists of a Meta Quest 3 VR headset, a VR environment in
Unreal Engine 5, and a digital twin running on RTDS

* The communication between the VR environment and the simulated grid
is handled by an UDP-based communication channel.

UDP

Trainee T TN Trainee
Actions Actions

e O) ¢

Virtual Reality Measurements Measurements
Environment Power System
Simulation

M -

Trainee VR
Headset

Data flow diagram of the Substation VR project setup

23/26






Demo
* Video (1 min and 46 sec)

25/26



Next Steps

* Create training scenarios, lesson
plans.

* Bring more of the control room
equipment to “life.”

 Expand to substation yard.

* Other niche applications, e.q.,
training for hard-to-reach places.

https://www.southcoasttoday.com/picture-gallery/special/2025/02/07/national-offshore-wind-institute-photo-qgallery/78298160007/
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Grid Operator Training

* Grid operator training has a broad range
of topics.

 This project is currently focused onthe _ ...
supervisory control and data acquisition == o Comml sees
(SCADA) aspects of the training. ) j comorsurores || 00 e | || oomonoes
* Grid control is typically structured into e a1 ininmand
three hierarchical levels: ' AT

- Central Network Control Center &
- Station Control
- Bay Control

—_———— e ———y

Three levels of grid control HMI

https://electrical-engineering-portal.com/substation-control-
monitoring-systems

29/26



Significance of Grid Operator Training

* Providing continuous and reliable
power to the end consumers is a key
aspect of the power system.

 Grid operators are responsible for
monitoring grid performance,
balancing supply and demand, and
guaranteeing system security.

* Grid operator training is critical for
ensuring competent personnel in the
management of electric substations.

https://www.incsys.com/power4vets/what-is-a-system-operator/

30/26



Types of Grid Operator

* Transmission system .
operator (TSO)

Ensure safe, reliable, and efficient
power transport to distribution
networks.

Connect networks with the
neighboring utilities.
Provide balancing services.

Supervise sys@sn operptions,
upkeep andafrastiticture

. Green: Distribution Transmission lines
EXPANSsIONSigiack: customer 765, 500, 345, 230, and 138 KV

Distribution system operator
(DSO)

- Assist in real-time tasks: track grid
conditions and deploy local assets in
real-time.

- Coordinate local resources: load
forecasting, scheduling, and
compensation.

smbs&urperwse local grid conditions.

e Energ
(E?E./ﬁnd 69kV

5(

Generating Station I [ﬁ

Transmission Customer

Generating 138KV or 230kV
Step Up

Transformer

J_JJ‘ Primary Customer

L —i®eeee | 13KV and 4kV

a a || Secondary Customer
=Ti[= 120V and 240V

https://en.wikipedia.org/wiki/Electrical _grid
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Other Grid Operator Training Tools

GE Vernova HV Asset Operations Digital Engineering and Magic E-Spaces VR Substation
and Maintenance Training Electrical Substation Training Platform

High Voltage

Electrical

¥ Substation
|

'5! prumny

il i’
https://www.gevernova.com/grid- https://www.digitalengineeringmagic.com/vr-training/vr-training- https://e-spaces.com/electrical-substation-vr-simulator/
solutions/press/gepress/vr_for_hv_equipment_technical_training.htm hv-electrical-substation/
* Advantages: * Advantages: * Advantages:
- Cover HV equipment technical - Polished user interface. - Utilize digital twins for
detail and performance - Great visualizations. equipment simulation.

extensively. - Include electric field

* Disadvantages: L
visualization.

- Simulate real onsite experience.
- Cover only simple training, such

* DlsadvantageS: as substation layout and basic * DlsadvantaQGS:
- Focused solely on operation and equipment information. - Visualization is not realistic.
maintenance of Power - Controls and interactions are
Transformers.

not intuitive.
- Small grid size.

32/26



Cyber Resilience Applications of Digital Twins

 Cyber vulnerability assessment
Physical Twin Digital Twin

- Penetration testing.
. . . — Physical Grid —> Real-Time EMT Simulation
- Identification of potential attack vectors.

- Analysis of the potential impact of coordina
 Anomaly/intrusion detection (IDS)

- Dataset generation for training of ML-basec

- Online testing of IDS.
* Threat mitigation r— —

- Resilience planning for impact minimization| @t  ——u  _—

- Development and testing of mitigation strat Vulnecabllity Assessment

Measurement Devices Virtual Measurement

Physical Layer

Simulated Communication

' Communication Network

Anomaly and Intrusion Detection

Digital Twin
Applications

Threat Mitigation

Application Layer

Courtesy of Prof. Chen-Ching Liu, Virginia Tech, 2024. 33/26



Coordinated Cyberattack Scenario

All
Ph
Ph

Re

attacks are conducted within ns-3, and results are observed in RTDS.

ase 1: Direct Switching Attack against substation b
ase 2: Denial-of-Service Attack using UDP flooding

sults:
All substations are disconnected.

reakers.

Client1

Ll o,

Client 2

Client 3

Client 4

UDP-FLOOD

logitimate traffic

@ ——

wopR>>

Client 5

Router

- The packet size and inter-arrival rate increase, causing legitimate packets to be

discarded.
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192 uoe 554 7001 7001 Len=512
192. uoe 554 7e01 7001 Lens512
192, uwe 554 7e91 7001 Lens512
192. uoe 554 7091 7001 Lens512
192. uoe 554 7001 7001 Len=512
192 uoe 5§54 7001 7001 Len=512
192. uoe 554 7001 7001 Len=512
192. uoe 554 7001 7001 Lens512
192. uoe 554 7e91 7081 Lens512
192, uoe 554 7091 7001 Lens512
192. uoe 554 7001 7001 Len=512
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Sequence of Actions after Cyberattack

 Sequence of actions in Zone B:
- Non-critical loads are disconnected.
- The BESS inverter switches to grid-forming mode (islanded operation).
- The BESS picks up Critical Load BY.
 Similar actions are taken in zones D and C to pick up all critical loads
while avoiding large transients.

Power Substation B P_BESS P _B7 Critical Load
20 Cyb?[attaCk Voltage at PCC CyberattaCk Freguency At PCC
1.2 S ! 30—
Cyt ack , i A
I Y J I
15 1 1 1 1 1 1 1
—_~
w
S
| 380
—_~ E
3 08 ~
10 & )
o 2
o) [0
3 5
= o 06 O
= = o
370
5 L
0.4
0 st
0.2 : 360
0 0.5 5 5 3 0 0.5 5 2 25 3
Seconds S
-5
0 0.5 1 1.5 2 2.5 3 35/26
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Resilient Operation

The three electrical islands are interconnected with minimal transients.

The PV plant uses Maximum Power Point Tracking to generate as much
power as possible given weather conditions.

The remaining load is shared between the BESS and the synchronous
machine according to their droop setting.

P_BESS P_BESS
1.92 1.8
19
% 1.88 i % 1‘74\
1.86 16
1.84 ¥ \ —1
1.506 FHAcHt PMACH1

1.504 » N ' '
1,502 — 14

1.5

: T I 1.2
1.498 1
1.496

MW
MW

0.15 » Ps PV

1

0.1
= 0.8 /
= 005
= 06 ———
0 = /
0.4
-0.05 0.2 /
0 1.66667 3.33333 5 6.66667 8.33333 10 0
Seconds 0 1.91667 3.83333 5.75 7.66667 9.58333 11.5

Seconds
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Other Components Being Added

* Red teaming
- Hardware implementation: The PC ruhs"@tUdDPse
the Raspberry Pi units and runs a UDP client code

to the network switch launching cyberattacks.

- We have preliminary results for successful FDI,
the vulnerability of local networks even when iscolated.

Network| wgm wgm wgm wgm wgm
switch W OWE W W g DC
Ny 74
1 o
(Running
——\server code)
Data path
(___(before attack ).’( ‘.
| Raspberry Pi | g Data path ‘g |ill Raspberry
| " | (Running (after attack)‘ Pi (Running
# client code) il o Rl e e e > Ethercap)
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(My Student’s) Favorite 3D Games

A

o
| el BREATHY,, WILD".

WITCHER .

WILD HUNT
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Unreal Engine 5

e Unreal Engine Eisareal-time 3D creation tool develoned bv Fnic Games,

 UE is widely used in simulation ¢
photorealistic visualizations.

* |t also features a Blueprint Visu

Unreal Engine 5

Article Talk

From Wikipedia, the free encyclopedia

Unreal Engine 5 (UE5) is the latest version of Unreal Engine developed by Epic
Games. It was revealed in May 2020 and officially released in April 2022. Unreal Engine
5 includes multiple upgrades and new features, including Nanite, a system that
automatically adjusts the level of detail of meshes, and Lumen, a dynamic global
illumination and reflections system that leverages software as well as hardware
accelerated ray tracing.

History [edi)

Unreal Engine 5 was revealed on May 13, 2020, supporting all existing systems that

could run Unreal Engine 4, including the PlayStation 5 and Xbox Series X/S.4] It was
released in early access on May 26, 2021 ,[5] and formally launched for developers on
April 5, 2022 1]

Epic Games worked closely with Sony to optimize Unreal Engine 5 for the PlayStation
5.16] To demonstrate the ease of use of the engine, both companies collaborated on a
demo called "Lumen in the Land of Nanite" for the PlayStation 5 which featured a
photorealistic cave setting that could be explored by players. The demo was showcased
during the May 2020 reveal of the engine, and leveraged Nanite, Lumen, and assets
from the Quixel library.["J€] Epic also affirmed that the Xbox Series X/S would fully
support Unreal Engine 5.0

Epic has used its game Fortnite as a testbed for Unreal Engine 5.7110(11] The game

XA 10 languages v

Read Edit

View history Tools v

]

Unreal Engine 5

ENGINE
Original author(s) Tim Sweeney
Developer(s) Epic Games
Initial release 5.0/ April 5, 2022; 2 years
ago!"
Stable release  5.5.4/ March 11, 2025; 20
days ago
Written in c++2

Operating system Windows, Linux, macOS

Predecessor Unreal Engine 4

License Source-available
commercial software with
royalty model for
commercial use'®!

Website unrealengine.comeZ

https://en.wikipedia.org/wiki/Unreal_Engine_5
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RTDS Hardware

—

GTNETX2 Communics

NovaCor (right) racks
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Station-Level Control

 Local substation control room located physically at the substation.

* Typical equipment found in a station-level control room:
- Control Switches

- Metering and Data Loggers ’4/(1 o,
- Indicator Lamps and Alarms | B '
- Fault and Circuit Protection Equipment | ) j’ =23 :
) . e b2 *
E
..

Station-level Control HMI panels

https://electrical-engineering-portal.com/substation-control-
monitoring-systems 41/26



Bay-Level Control

* Low level control as a fallback when station and central control center is
not in service.

* Typical equipment found in bay-level control:
- Control Switches
- Indicator Lamps and Alarms
- Gauges

Bay-level Control HMI panels

https://selinc.com/solutions/transmission/bay-control-substations/
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