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 Abstract—A microgrid is a portion of a distribution network
and is commonly designed to operate in parallel with the power
grid or autonomously as a power island. Therefore, islanding
detection is one of the key aspects of grid connected microgrids. In
literature, performances of islanding detection methods are
largely tested with offline simulation tools and only very limited
attempts are made with real-time hardware-in-the-loop
simulations. In this paper, a detailed microgrid model is
implemented in a digital real-time simulator to assess five different
islanding detection schemes with practical synchrophasor
measurements. Performance of islanding detection schemes are
evaluated in terms of accuracy, speed of detection and nondetection zone and quantitative results are presented.
Index Terms—Microgrid, islanding detection, digital real-time
simulation, phasor measurement unit (PMU), non-detection zone.

I. INTRODUCTION

T

HE INTRODUCTION of distributed energy resources
(DERs) alters conventional passive distribution system to
an active network. This could reduce network losses, defer the
investment costs required for network upgrades, reduce central
generation reserve requirements, and improve overall power
system reliability. In addition, active distribution systems can
operate as a power island if DERs can operate in voltage and
frequency control mode. A microgrid is a portion of an active
distribution network designed to function as a single integrated
system that can operate in parallel with the conventional
centralized power grid or autonomously as a power island. The
DERs commonly used in microgrids include wind, solar,
synchronous generators driven by diesel, steam or hydro
turbines, and combined heat and power plants.
Islanding is a condition in which a portion of the power
system that contains both loads and generation particularly
DERs, becomes isolated from the remainder of the power grid
and continues to be in operation [1]. There are two types of
islanding; intentional and unintentional. Intentional islanding is
performed to improve the power quality and reliability or for
maintenance purposes of the distribution network.
Unintentional islanding occurs due to severe faults or
equipment failure resulting in the opening of circuit breakers
that interconnect the island with the rest of the power grid. Of
course, unintentional islanding results in numerous safety and
power quality issues as well equipment damages.
Consequently, the IEEE standard 1547-2008 [2] recommends
to isolate energized DERs within 2 s after an unintentional
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islanding event. Therefore, it is essential to detect unintentional
islanding conditions as quickly as possible.
Islanding detection methods can be classified into two
groups: local methods and remote methods. The former can be
further classified as passive and active methods [3]. Phasor
measurement unit (PMU) based islanding detection is one of
the remote methods that offers fast, reliable, and accurate
detection of islanding conditions under different operating
conditions [4].
Islanding detection methods reported in literature are largely
implemented on offline simulation tools and only very limited
attempts are made with real-time hardware-in-the-loop (HIL)
simulations. In HIL simulations, a portion of the power system
is modeled in a software environment and interfaced with
physical hardware devices using a real-time operating system
[5]. This approach provides a cost effective and safe method to
test the operation of physical devices before connected them to
the actual power system [5]. Therefore, it is vital to test novel
islanding detection techniques such as PMU based approaches
in real-time HIL simulations to identify practical
implementation issues and robustness of detection techniques
to practical PMU measurements.
In this paper, a microgrid model with three DERs and their
controls are implemented in a real-time digital simulator
(RTDS®). The simulated microgrid model includes emulated
PMUs that can stream C37.118 format synchrophasor
measurements [8], [9]. Synchrophasor measurements are then
fed to different islanding detection algorithms through a
laboratory scale synchrophasor network to detect islanding
conditions. Five different islanding detection algorithms,
namely, over/undervoltage, over/underfrequency, rate of
change of frequency (ROCOF), rate of change of relative phase
angle (ROCORA) [6], phase angle difference vs. magnitude
difference [7], are considered in this paper. The first three
approaches are well-known passive islanding detection
techniques based on local measurements and typically
implemented in intelligent electronic devices (IEDs) as a
protection function. The last two islanding detection techniques
are proposed in recent literature and directly based on PMU
measurements.
This paper is organized as follows. In Section II, five
different islanding detection techniques stated before are briefly
introduced. An example microgrid case and a laboratory scale
test setup developed with the RTDS simulator are discussed in

Section III. Section IV is devoted to analysis of results. It
assesses different islanding detection algorithms. Finally, in
Section V, the main contributions of this paper are highlighted.
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II. ISLANDING DETECTION SCHEMES

Fig. 3. Logic diagram : ROCOF scheme

In this section, five different islanding detection schemes are
concisely discussed. The particular set of algorithms are chosen
because they all can work with PMU measurements. The first
three schemes discussed in this paper are passive methods and
require one PMU installed in the vicinity of the microgrid. The
last two methods need two PMUs; one installed in the grid side
and the other installed in the microgrid side.

D. Rate of change of relative phase angle (ROCORA)
Rate of change of relative phase angle (ROCORA) method
is proposed in [6], where synchrophasors are used to estimate
ROCORA between the microgrid and the main power grid. The
ROCORA can be derived from two consecutive measurements
as,

A. Overvoltage/undervoltage
Voltage magnitude at the microgrid side changes after an
island is formed. If this variation exceeds or goes below a
specified threshold range and persists for a certain period of
time, then it is declared as an islanding condition. Fig. 1 shows
the corresponding logic diagram.
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ROCOA(𝑛) = (𝑉𝑎𝑛𝑔 𝑀1 (𝑛) − 𝑉𝑎𝑛𝑔 𝑀1 (𝑛 − 1)) ∙ 𝐹𝑠
(1)
− (𝑉𝑎𝑛𝑔 𝐵1 (𝑛) − 𝑉𝑎𝑛𝑔 𝐵1 (𝑛 − 1)) ∙ 𝐹𝑠
where 𝑉𝑎𝑛𝑔 𝑀1 and 𝑉𝑎𝑛𝑔 𝐵1 are the measured positive sequence
voltage phase angles in the main grid and the vicinity of the
microgrid and 𝐹𝑠 is the PMU reporting rate given as frame/s. If
the ROCORA exceeds a specified threshold and persist for a
certain period of time, then it is declared as an islanding
condition. The corresponding logic diagram is shown in Fig. 4.
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Fig. 1. Logic diagram : over/undervoltage scheme

In this study, positive sequence voltage magnitude obtained
from the PMU at microgrid side is used. The upper and lower
threshold limits are set to 1.1 p.u. and 0.9 p.u. respectively.
B. Overfrequency/underfrequency
When the microgrid is interconnected to the main power grid
frequency variation is usually within ±1% tolerance. However,
in case of islanding, the power mismatch between the
generation and loads within the microgrid causes the frequency
to rise above or drop below the allowed threshold for a specified
period of time. The corresponding logic diagram is shown in
Fig. 2.
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Fig. 2. Logic diagram : over/underfrequency scheme

In this scheme, frequency measurements are obtained from
the PMU at microgrid side. The frequency threshold is limited
to ±1.0 Hz of the nominal frequency (i.e. 59.0 ⁓ 61.0 Hz for a
60 Hz system) to account for islanding.
C. Rate of change of frequency (ROCOF)
The rate of change of frequency (ROCOF) method uses the
first derivative of frequency as ROCOF is more sensitive to the
power mismatch between the generation and loads within the
microgrid. If the ROCOF of microgrid exceeds a specified
threshold and persist for a certain period of time, then it is
declared as an islanding condition. Fig. 3 shows the
corresponding logic diagram. ROCOF measurements are
obtained from the PMU at microgrid side and the threshold
value is set to ±0.2 Hz/s.
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Fig. 4. Logic diagram : ROCORA scheme

In this paper, the threshold value is limit to ±30.0 deg/s to
account for islanding.
E. Phase angle difference vs. magnitude difference
In [7], it is proposed to detect islanding condition by
combing magnitude difference and phase angle difference
between the microgrid and the main power grid. The magnitude
difference, 𝛥𝑀𝑎𝑔 and phase angle difference, 𝛥𝐴𝑛𝑔 can be
estimated as,
𝛥𝑀𝑎𝑔 = 𝑉𝑚𝑎𝑔 𝑀1 − 𝑉𝑚𝑎𝑔 𝐵1

(2)

𝛥𝐴𝑛𝑔 = 𝑉𝑎𝑛𝑔 𝑀1 − 𝑉𝑎𝑛𝑔 𝐵1

(3)

where 𝑉𝑚𝑎𝑔 𝑀1 and 𝑉𝑎𝑛𝑔 𝑀1 are voltage magnitude and phase
angle of the PMU in the main power grid while 𝑉𝑚𝑎𝑔 𝐵1 and
𝑉𝑎𝑛𝑔 𝐵1 are corresponding measurements of the PMU in the
vicinity of the microgrid. A threshold of this algorithm is
defined as an ellipse on the 𝛥𝐴𝑛𝑔 vs. 𝛥𝑀𝑎𝑔 plane as shown in
Fig. 5 [7].
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Fig. 5. Phase angle difference vs. magnitude difference plane

When the microgrid is interconnected to the main power grid
magnitude and phase angle differences are small and the 𝛥𝐴𝑛𝑔𝛥𝑀𝑎𝑔 trajectory lies within the ellipse. However, magnitude
and phase angle variations are significant after an island is
formed and therefore, the trajectory moves away from the
ellipse. The corresponding logic diagram is shown in Fig. 6.
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and 2.936 MVar [11]. It is assumed that the two PMUs are
installed at bus M1 (grid side) and bus B1 (in the vicinity of
microgrid). It is further assumed that the two PMUs are located
in the same substation and stream their outputs to a local phasor
data concentrator (PDC), which is also located in the same
substation.
In order to investigate performances of PMU based islanding
detection schemes, a laboratory scale test setup shown in Fig. 8
is developed with the RTDS simulator.

Fig. 6. Logic diagram : 𝛥𝐴𝑛𝑔 vs. 𝛥𝑀𝑎𝑔 scheme

Real-Time Digital Simulator (RTDS®)

In this scheme, positive sequence voltage phasors are used.
The threshold values 𝑀𝑡ℎ and 𝐴𝑡ℎ are set to 0.1 p.u. and 5.0 deg
respectively.
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III. MICROGRID CASE AND TEST SETUP
A modified version of CIGRE C6.04.02 benchmark North
American medium voltage (MV) distribution network [10] and
topology of the microgrid structure is shown in Fig. 7.
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Fig. 8. Connection setup with the RTDS simulator and the GTNET-PMUs
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The RTDS simulator used in this test setup is equipped with
a GTNETx2TM card, which is basically a network protocol
converter [5]. The GTNETx2 card is capable of running two
network protocols simultaneously and the PMU protocol can
emulate up to 8 PMUs [5]. For the test setup shown in Fig. 8,
PMU protocol is selected to run on module A and two PMUs
are enabled. P-class PMU algorithm available in the RTDS
simulator, at a reporting rate of 60 frames/s is selected for both
PMUs as it is preferred for the applications requiring fast
responses such as islanding detection [12]. A global positioning
system (GPS) clock is used to provide time signal to the RTDS
simulator via a GTSYNCTM card. The synchrophasor
measurements are collected by the openPDCTM v2.0 [13] PDC
and provided to the islanding detection algorithms.

Fig. 7. Topology of the Microgrid; locations of the PMUs are indicated

The microgrid is connected to the 138 kV main network
through a 25 MVA, 138/13.2 kV Δ-Y transformer with 8%
impedance [11]. The DERs in the microgrid include a 1.74 MW
photovoltaic (PV) system connected to bus B3, a 2.0 MW
doubly-fed induction generator (DFIG) wind turbine system
connected to bus B5, and a 5.5 MVA diesel generator connected
to bus B7. Five switched capacitors banks rated at 500 MVar
each are connected at bus B1 to provide reactive power support.
The microgrid is interconnected using a circuit breaker S 1 and
disconnector switches S2 and S3 are kept open to maintain a
radial network. The total loading of the microgrid is 7.39 MW

IV. SIMULATION RESULTS
Under steady-state condition, PV and wind systems were
operated as constant PQ sources at unity power factor at their
rated power (i.e. 1.74 MW and 2.0 MW respectively). In gridconnected mode, the microgrid was importing 0.659 MW and
2.236 MVar from the main grid and the diesel generator
operated in a droop control and produced 3.0 MW and 1.736
MVar. All five capacitor banks were kept disconnected. The
system was islanded by opening the circuit breaker S1. Blue
trajectories in Fig. 9 illustrate variations of five islanding
detection indicators discussed in Section II. The green vertical

line shows the coordinated universal time (UTC) of
21:50:31.464 when the system was islanded. Red horizontal
lines display threshold limits. Fig. 10 shows the 𝛥𝐴𝑛𝑔-𝛥𝑀𝑎𝑔
trajectory.
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Fig. 10. 𝛥𝐴𝑛𝑔-𝛥𝑀𝑎𝑔 trajectory : base-case
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The positive sign indicates the microgrid is importing power
from the main grid and the negative sign indicates the microgrid
is exporting power to the main grid. The calculated 𝑃𝑖𝑚𝑏𝑎𝑙𝑎𝑛𝑐𝑒
and 𝑄𝑖𝑚𝑏𝑎𝑙𝑎𝑛𝑐𝑒 values for the base-case are 8.9% and 56.3%
respectively.
The microgrid loads and generations were exactly matched
to set both 𝑃𝑖𝑚𝑏𝑎𝑙𝑎𝑛𝑐𝑒 and 𝑄𝑖𝑚𝑏𝑎𝑙𝑎𝑛𝑐𝑒 values to zero. The system
was islanded by opening the circuit breaker S1 when the UTC
was of 15:54:42.244. Obviously, this is the most difficult
situation (worst-case) to detect the islanding condition. Fig. 11
and Fig. 12 illustrate variations of five islanding detection
indicators and the 𝛥𝐴𝑛𝑔-𝛥𝑀𝑎𝑔 trajectory respectively.
All three passive schemes failed to detect the islanding
condition. The ROCORA and the 𝛥𝐴𝑛𝑔 vs. 𝛥𝑀𝑎𝑔 schemes
successfully detected the islanding condition, however, the
𝛥𝐴𝑛𝑔 vs. 𝛥𝑀𝑎𝑔 scheme was very slow. Table II shows the
corresponding response times.
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Fig. 9. Variations of five islanding detection indicators : base-case

Except the under/overfrequency scheme, all other four
schemes accurately detected the islanding condition and the
response times were around 200 ms. Exact response times of
the base-case can be found in Table I.
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The same test was repeated while 𝑃𝑖𝑚𝑏𝑎𝑙𝑎𝑛𝑐𝑒 was kept zero
and 𝑄𝑖𝑚𝑏𝑎𝑙𝑎𝑛𝑐𝑒 values were varied from –40% to 40%.
Simulation results are shown in Table IV.
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Fig. 11. Variations of five islanding detection indicators : worst-case
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In order to investigate the non-detection zone (NDZ) of
different islanding detection schemes, 𝑃𝑖𝑚𝑏𝑎𝑙𝑎𝑛𝑐𝑒 and
𝑄𝑖𝑚𝑏𝑎𝑙𝑎𝑛𝑐𝑒 values of the microgrid were varied. Table III
presents the response times of islanding detection schemes
when 𝑄𝑖𝑚𝑏𝑎𝑙𝑎𝑛𝑐𝑒 was kept zero and 𝑃𝑖𝑚𝑏𝑎𝑙𝑎𝑛𝑐𝑒 values were
varied from –40% to 40%.
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According to the simulation results the NDZ of three passive
schemes is significant. The under/overfrequency scheme shows
worst performances. The ROCOF scheme is the best among
passive schemes, however, shows very poor performances

when no active power exchange between the microgrid and the
main grid. The ROCORA and the 𝛥𝐴𝑛𝑔 vs. 𝛥𝑀𝑎𝑔 schemes
showed much better performances compared with passive
schemes. However, the response time of the 𝛥𝐴𝑛𝑔 vs. 𝛥𝑀𝑎𝑔
scheme is high when power exchange between the microgrid
and the main grid small and therefore, offers less advantages.
V. CONCLUSION
In this paper, five different islanding detection schemes were
assessed with practical PMU measurements. A detailed
microgrid model with DERs and PMUs was implemented in the
RTDS simulator. Synchrophasor measurements were fed to
islanding detection schemes through a laboratory scale
synchrophasor network. Real-time simulations were carried out
to assess performances of islanding detection schemes.
Simulated test cases revealed that the NDZ of passive methods
is significant and their response time are high when small
amount of power exchanged between the microgrid and the
main grid. The ROCORA scheme is the best approach in terms
of speed and it was able to detect the islanding condition under
all tested circumstances. In addition, the proposed laboratory
scale synchrophasor network with the RTDS simulator will be
a helpful tool to study other practical issues of microgrids as
well as synchrophasor applications.
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