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Background

Grid Integration of renewables and DERs:
= Types of DER

= Locations

= QOperating modes

= Types of technology

Trend towards IIDERs
= PV

= Wind

= Energy storage
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Background

Impact of DERs on Distributions Systems

Bidirectional distribution system
Intermittent power flow
Variable fault current

Operating modes

= Grid-connected mode

= [slanded mode

Dynamic electricity markets

Impact of DERs on Protection

= Loss of protection coordination
= Sympathetic tripping

= Protection blinding

= Reclosing problem

= Dynamic protection zones
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Background

Robustness
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Transmission-
Level Protection
Differential
Protection

S Our Focus
Distribution-Level

Protection

Overcurrent

Protection

Cost

UNIVERSITY
of MANITOBA




Methodology

IEC 61850-Based Technology
= Object-oriented modelling approach
= |EC 61850 Services
" Sampled Values (SVs) SUBSTATION SUBSTATION
= GOOSE A B
= MMS Rematewmm'ﬂvct:)
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Logical levels and interfaces in IEC 61850 Standard
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Methodology

Centralized station-level protection

= Adaptive protection
= Dynamic zone selection

PTC | MU |

Utility

Bus 2

Centralized Station-Level
Protection
* Adaptive Zone Selection% "

* Adaptive Protection

Communication
Network

Microgrid 1

Centralized protection architecture for networked microgrids

Explores digital power automation
= |[EC 61869-9 sampled values
= |EC 61850 GOOSE messages

TCTI
TVTR

MU
PCC 9
H O

IEC 61850 messages €————————p

Point of Common Coupling
Merging Unit

Point of DER Coupling

Feeder

Transformer

Current transformer logical node
Voltage transformer logical node
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Methodology
Centralized Intelligent Station-Level Protection (CISP):
= Sensor module

= CTs/VTs or NCITs
= [EC 61850/61869-9 Merging Units (MUs)

= Zone selection module
= Graph theory-based topology processor
= Zone selection

= Protection module
= Supervised Current Differential (SCD)
* Incremental Transient Energy (ITE) Directional Algorithm
» Directional-Rate of Change of Current (D-ROCOC)

= Actuation module
* Fault Interrupting Devices (FIDs)
= Breaker failure algorithm
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Methodology: Zone Selection

WA

Graph G{V, E} using an a n X n adjacency matrix A.
Vertices V = {v,, V4, ..., Uy } is a non-empty finite set of
elements

Edges E = {(vo, V1), ey (U3, V5), ooy (U, V) } is a finite
set of unordered elements. An edge ¢;; is a pair of
vertices (v;, vj), and v; and v; are referred to as
adjacent or neighboring vertices.

Table I: Graph-zone descriptions used.

Networked microgrids (MGs)
Individual MGs
Busbars, nodes

Edges Circuit  Breakers  (CBs),  switches,
disconnectors, CTs, CB-CT branches, fuses,
power transformers

Subgraphs (Zg Vertices with degree d(v) > dy,.
Shortest path (Z Path between subgraphs

\ermitigaied 420 Path between end vertices in the MGs and

hubs

/

Read CB and DER
statuses

/

\ 4

Construct adjacent
matrix

A A

Create graph G

Create subgraphs

—>

\ A

Assign as protection
zone Zg

Find path between
subgraphs

Assign as protection
zone Z¢

y

Find trivial nodes
with path to hubs

—

Assign as protection
zone Zgy

Zone selection flowchart
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Methodology: Zone Selection

= Real-time
__crid u Adaptive
7
//% = |EC 61850 GOOSE

PCC 650

= Line CB statuses
= DER statuses

WTG
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Methodology: Protection Algorithms

ITE-Based Directional Algorithm

The voltage (v/**) and current (i/**!*) during the fault are:

pfault (1) = yPre(t) + Av(t) (1)

ettty = iPre(t) + Ai(t) (2)
where vP"® and iP"® are the prefault voltage and current quantities, Av is the superimposed
(incremental) voltage, and Ai is the superimposed current.

The differential (interphase) incremental transient energy is:
T .
€inc,ap(t) = [, Avap(t) - Aigp dt (3)

T :
€inc,ca(t) = J; Avea(t) - Digy dt (4)

where e, ap, AV4p, and Aiyp are the differential incremental energy transient, incremental voltage,
incremental currents between phases A and B.

AiAB= (igault . i{;ault) . (l.gre . igre) (5)
AUAB= (v/{ault _ vgault) _ (v};re _ vgre) (6)

UNIVERSITY
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Methodology: Protection Algorithms

Adaptive Supervised Current Differential (SCD)

Ipippn = |XR=1 ik pn(D)] (7) o A
Ist.pn = kres X max|ig pp (t)| (8)

where i is the current at the kth terminal, N is the number of
terminals connected to the protected zone, Ph denotes phases A,
B, and C, and k,,.s is the restraining current multiplying factor
(typically 0.5 or unity).

Grid Mode

Transition:

Grid to islanded
mode
Ks

ode
The dual slope percentage differential characteristic is: :D”“"l |
Ipippn 2 o >
Ipmin,pn + Kilgst,pn when Igsr < Igzpn o . o lrs
Ipminph + (K1 — K2)Ipo pn + Kolrsr pp, when Insy = Iga pp Adaptive differential characteristics
(9)
Directional-Rate of Change of Current
. o ail|  il-id_,
The ROCOC at the jth path is given as:[—| = —2= (10)
dt AT
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/

~ | GPS Antennae

Hardware Implementation

Power System Model

RTDS-1: MICROGRID MODELLING

PV

Wind
Battery

pec Diesel Gen

Grid

i Satellite Clock

Centralized Protection

Graph

-4

Line Parameters

Network Graph

!

Zone information

GTFPGA-SV
_ SVs of

DER & FID
Statuses

GOOSE
Protocol

Hardware implementation architecture

[

L

/
/
/

RTDS-2: CENTRALIZED PROTECTION
SKT Protocol

Zone

Communication

Circuit breaker

Formation

Network

& DER statuses
.SV Protoco

GOOSE Protoc

Actuation Protection Algorithms
1 Module Grid PCC:  D-ROCOC

Preprocessing
(Sampling, Scaling)

DER PoC:  D-ROCOC

Zg Zones: SCD

ZgZones: SCD

Zgy Zones: D-ROCOC, ROCOC

ol

<« |EC 61869-9 SVs
<«— |EC 61850 GOOSE

<«— Socket (SKT) communication

UNIVERSITY
of MANITOBA




S~
Utility

Communication
Network

' | h
GTNET (GOOSE) GTNET (GOOSE)

[EC 61850 communication architecture

GTNET (SV)

| R R

= RTDS Rack-to-RTDS Rack: GTFPGA-SV publishing
= Multiple streams of sampled values of currents and voltages
= Sampling rate of 96 s/c

= RTDS Rack-to-RTDS Rack: GTNET-SV subscription
= RTDS Rack-to-RTDS Rack: GTNET-GOOSE subscription

= RTDS-to-MATLAB: GTNET SKT Protocol
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Results: Zone Selection

TABLE Ill: Protection zones for some scenarios

zones

s A Steady-state Z,: {632,671,645,633}, {671,680,684,692},
(All CBs closed) {684,611,671,652}

Z:: {632-671}, {684-671}

Z,: {646-632}

-S4 Node-671 CBopen 5 Z,:{632,671,645,633}, {671,680,684,692}, {684,611,671,652)
Z.: {684-671)
Ze,y: {646-632)

CEilsie) el Node-633, 645, 646, 4 Z,:{632,671,645,633},{671, 680,684,692}, {684,611,671,652}
PV, BESS CBs open Z;: {684-671}
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Results: Faults Currents from Sources

o0
- 187
-E.“d O Gen
m [ loFie [ —
= I 5 i
8 | s 5 10| [ |IEEMecss
5 5
] 0
R
= =
= E 3
o 0
S 10} B
0
F1 Fe F3 F4 F1 F2 F3 F4
Fault location Fault location
(a) (b)

Fault current contributions (a) Grid-connected mode, (b) Islanded mode

Irawem = (0Ppite X I X Igria) + Xi-1(0Dpiei X Iii X Ipgg,i) (11)

where Opp;: ¢ — operating mode of the grid

Oppit,; — operational DER(s) in the interconnected microgrids

I ¢ and I ; are the estimated average fault current multiplying factors
from the grid and the ith DER in the microgrid, respectively.
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Results:
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Results: Fault at Node-632 (F1)

| — Phase A —— Phase B — Phase C |

Node-632

Currents (A)

Node-633

Currents (A)

Node-671

Currents (A)

Node-645

Currents (A)

Time (s)

(a)

Fault currents at F1 (Node-632) for (a) Grid-connected mode, (b) Islanded mode

Currents (A) Currents (A) Currents (A)

Currents (A)
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20
0 b
2 L _|
-4
1 | e Phase B e Phase C
oL
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Time (s)

(b)
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Results Fault at Node- 632 (F1)

—— Phase A e Phase B e Phase C
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Results: Fault at Node-632 (F1)

2000 Phase AB s Phase CA
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Directional ITE algorithm at Node-632 terminals for (a) internal fault at F1 and (b) external fault.
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Results: Fault at Node-692-675 (F4)

5 Node-692 | Phase A Phase B Phase C |
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Currents (A)
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IRST (A)
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(d)

Weak infeed scenario at F4 (a) without DER-3, (b) with DER-3, (c) Iy and Igs; without DER-3, (d) I and lger

with DER-3.
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Communication Network Emulator

Contreol Center

Wide Area . .
Communication Emulator Emulate Communication QOS

= Delay
= Jitter
= Packet losses

([ —

= Corruption

Gateway

tation Station Bus LAN
Level
R-SVs

R-GOOSE

KALI Linux

Process [
Level |
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ANOVATOR SIONARY
Communication Network Emulation
= ARP spoofing of GTNET MAC/IP addresses \/

GTNET MAC (SV Publisher)

Before Spoofing
192.168.100.30 70:B3:D5:54:22:QF

Nmap scan report for 192.168.100.31 192.168.100.31 70:B3:D5:54:22:10

Host 1s up (6.66068s latency). 192.168.100.32 70:B3:D5:54:22:08
MAC Address: 70:B3:D5:54:22:10 (Ieee Registration Authority) J

GTNET MAC (SV Subscriber)

After Spoofing
192.168.100.30 08:;:00:27:11:69:4D

Nmap scan report for 192.168.100.33

root @desktop-5lm34vc: ~ X root@desktop-Slm34vc: ~ x [
192.168.100.31 : 70:B3:D5:54:22:10

:~# ifconfig etho
eth: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 192.168.100.68 netmask 255.255.255.0 broadcast 192.168.100.255
inet6 fe80::a00:27ff:fell:694d prefixlen 64 scopeid 0x20<link>

192.168.100.32 08:00:27:11:69:4D

RX packets 41339287 bytes 9708630482 (9.0 GiB) \

RX errors 0 dropped 0 overruns @ frame 0 KALI MAC
TX packets 11479 bytes 924366 (962.7 KiB)

TX errors @ dropped 0 overruns @ carrier @ collisions @

UNIVERSITY
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Communication Network Emulator

= ARP spoofing of GTNET MAC/IP addresses /
= Communication QoS for SKT communication /
= Communication QoS for MMS /

= Communication QoS for IEC 61850 SVs and GOOSE messages x
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Conclusion

= Deliverables
= |[EC 61850-based lab-scale proof-of-concept microgrid protection testbed

= Development of a centralized protection approach
= Formulation of protection algorithms suitable for microgrids

= Future work
* Impact of communication issues on centralized protection

= Cyber security of electric power infrastructure
= Deployment of the protection algorithms on an embedded system
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