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GOOSE MESSAGE
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GOOSE MESSAGE

(JGeneric Object Oriented Substation Event (GOOSE)

(JFast and reliable distribution of information

(dStatus (breaker position, trip, pickup, alarms, etc.)

JAnalog (counter values, etc.)

dPerformance Requirements

dType 1A “Trip”: The trip is the most important fast message and most demanding
requirements
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GOOSE MESSAGE

dType 1A “Trip”: Performance Requirements

For Performance Class P1, the total transmission time shall be in the order of half a cycle.
Therefore, 10 ms is defined

For Performance Class P2/3, the total transmission time shall be below the order of a quarter of
a cycle. Therefore, 3 ms is defined

Note: The same performance may be requested for interlocking, intertrips and logic discrimination
between protection functions Performance
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GOOSE MESSAGE

JIEC 61850-5 defines the transmission time as follows

Transfertime r=r, + 1, + 1,

'a b e
-l P-et Pt
1 Communi- Communi- i
cation cation =
processor Processor
Physical device PD1 Physical device PD2
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GOOSE MESSAGE

JThe normal method for testing one GOOSE message is to do a
test that sends and receives a GOOSE message from the device
under test (DUT)

JThe measured round-trip time is an aggregation of several
delays in different layers

Test Application
trr

t..W TSGOOSEStack Mt r
Thet Network Enet
tin out DUT GOOSE Stack tout DUT

L

l|RTDS e
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GOOSE MESSAGE

L GOOSE messages are based on change event

L GOOSE messages include diagnostic functions (a “heart beat” to all devices subscribed is sent
periodically)

L GOOSE messages are managed by GCBs (GOOSE control block) inside IEDs

Y\

Data Set (Information) Goose Control Block (GCB) Network
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GOOSE MESSAGE

Configure a GOOSE message
Starts with SCL files GTNET

[ SCD Substation Configuration file
Description -
L ICD IED Capabilities Description

: . IED Capability File
U CID Configured IED Description for GTNET ' - ™
scd

’ file
Device ' .
Sed SCD Editor
file Frogram Substation Configuration

Description File
used by RSCAD/Draft
IED Capability File

for Relay
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GOOSE MESSAGE

RTDS Simulator
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Part I
Sampled Values
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SAMPLED VALUES

Introduction to process bus

What is process bus

U The process bus is a communication network on
process level, and also connecting the process to

the bay level
U It is responsible for publishing the quantities Bay level
related to the process, i.e.
U Voltage
U Current

U IEC 61850-9-2 describes the transmission of
sampled analogue values over Ethernet

|[EC 61850-9-2

d “Sampled Values” are current and voltage samples process bus
obtained from CTs and VT/CVTs

U IEC 61850-9-2 defines the communication protocol
over Ethernet that enables the publication of such
samples for the purposes of protection, Process level -

monitoring and metering

IIIIBIDS cIN8L2 ] NN !
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SAMPLED VALUES

Introduction to process bus
_ d I[ED
Conventional -
21
87
3 C
N
IEC61850 MU ultinle devices
Process Bus a gnltspdbsdcribe to IED
— the broadcasted
current and
voltage signals 21
Ethernet Switch
87
3 E
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SAMPLED VALUES

Merging Unit (MU) |EC 61850-9-2

U Communication interface based on IEC 61850-9-2

O Samples current/voltage signals from Non-
Conventional Instrument Transformer (NCIT), merges
them after time synchronization, then publishes the
messages to the Ethernet

QO Time synchronization is needed between the publisher
(MU) and the subscriber (IEDs)

Technologies celebrating 20 years as the world standard for real time digital power system simulation



SAMPLED VALUES

IEC 61850-9-2 standard and implementation guideline

(JThe standard: IEC 61850-9-2

L Communication networks and systems in substations Part 9-2: Specific
gg(r)nzrréunication Service Mapping (SCSM) - Sampled values over ISO/IEC

0 The standard leaves wide room for implementation and considerable effort is
required for full implementation

UImplementation Guideline for Digital Interface to Instrument
Transformers using IEC 61850-9-2

U To facilitate implementation, the UCA International Users Group created
an implementation guideline that defines a subset of IEC 61850-9-2.

O Commonly referred to as IEC 61850-9-2LE for “light edition”
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SAMPLED VALUES

Comparison - IEC standard vs. UCA Users Group Implementation Guideline

Category

Standard IEC 61850

Implementation Guideline (IEC
61850-9-2LE)

Sampling rate

Dataset

Time synchronization

Logical device “Merging Unit”

Not defined

Configurable

Not defined

Content and naming are not specified

Technologies

80 samples per cycle for protection
and metering;

256 samples per cycle for power
quality

3 phases current + neutral
3 phases voltage + neutral

Optical pulse per second (1PPS)

Logical device (LD) name, logical
nodes (LN) are specified
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Octets s l7lelslalalals
i msh
' msh_ ]
SAMPLED VALUES = —
4 [ Preamble ]
5 — —
S [ o I
] me
o Start of fra 01
61850-9-2 Ethernet Frame 10 — — oo
::1! — Destination address — gﬁ
13 [ |
U Destination: multicast mac address O —
16
7T aties
L Source: source mac address 2 — —
2.1? Priority [ TPID T e
. . . 23 tagoged | User priority | CFI | VID 4,0,0
L Vlan info (Priority tagged) 24 VID 0
i: | Ethertype | oxB3BA
2; [ APPID | oxs000
U Ethertype: 0x88BA 20
30 Ether- Length
Do s ] oow
U Ethertype APPID: 0x4000 " — reserved 2 —{ P
35
. e APDU ]
L Sampled Values Protocol Data Unit | | adbymsfnmcesay) —
(APDU) j —
- L Framea check sequence —
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Part |l
Ethernet
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What is Ethernet?

Originally developed by the
Xerox Corporation in the 1970s

Layered protocol

Wincludes definitions regarding
media

ETHERNET

File Transfer, Email, Remote Login >

ASCIl Text, Sound (syntax layer) >

Establish/manage connection 2>

End-to-end control & error checking

(ensure complete data transfer): TCP >

Routing and Forwarding Address: IP >

Two party communication: Ethernet >

How to transmit signal; coding
Hardware means of sending and >
receiving data on a carrier

I Technologies
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ETHERNET

ISO/OSI Model

]

3

2

1

Application Layer TimeSync SV
SNTP

Presentation Layer n/a n/a

Session Layer n/a n/a

Transport Layer  UDP/IP n/a

Network Layer IP(RFC nfa
791)

Link Layer

Physical Layer

Sampled
Values

GOOSE
Generic Object
Oriented
Substation
Event

ASN.1, BER
ISO/IEC 88241

n/a

n/a

n/a

RFC 894 Priorty Tagging/VLAN
(IEEE 802.1Q)
C5MAJCD (ISO/IEC

8802.3)

ISO/IEC 8802.3
Ethertype

GSSE

Generic Substation

Status Event
MMS 150 9506
Connectionless
ACSE ISO/IEC
8649 10035

Connectionless
presentation
ISO/NEC

8649 10035
ASN.1, BER
ISO/IEC 8324 .1

Connectionless
session
ISO/IEC 9548

GSSE T-Profile
ISO/IEC 8602

ISO/IEC 9542

ISO/NEC 8802-2 LLC

ISO/IEC 8802.3

Technologies
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MMS 1SO 9506

Core ACSI Services
Connection-oriented
ACSE ISO/IEC 8649 6650

Connection-oriented
presentation protocol
ISO/IEC 8822 83823
ASN.1, BER
ISO/IEC 8824 1

Connection-oriented
session
ISO/IEC 8326,6327

ISOCO TCP/IP
T-Profile  T-Profile
ISO/IEC IS0 Transport
8073 on top of TCP
(RFC 1006)

ISONEC  IP (RFC 791)

8473
RFC 894

ISO/EC
8802.3
Ethertype
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ETHERNET

Ethernet Frame

Preamble | Destination | Source Type PaylLoad CRC/FCS
MALC MALC
address address

Preamble | Destination | Source 802.1Q Type Payload | Recalculated
MAC MAC header field
address address (VLAN ID) CRC/FCS

Insertion of 802.1Q Tag (VLAN ID) in Ethernet-Il frame
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ETHERNET

What is Ethernet? E )

dUnicast UNICAST
(dOne station
(11 destination address (start with 00)

OBroadcast: network E < > %

LJAIl stations in the network
1 destination address — ff.ff.ff.ff.ff.ff 4

. Broadcast
dMulticast

1 Group of stations

—=2
1 destination address that multiple stations ;{;ﬁ
are subscribed to (starts with 01) ﬁ i >
Multicast
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27 0.853145000 alstomsr_09:10:4d  Iec-ToH7_01:03:33 GOOSE 37c

- Frame 1: 379 bytes on wire (3032 bits), 379 bytes captured (3032 bits) on interface 0©
Interface dd: 0
WTAP_EMCAP: 1

arcrival Time: Mar 1, 2013 14:21:10.188990000 Central standard Time
[Time shift for this packet: 0.000000000 seconds]

[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Mumber: 1
Frame Length: 379 bytes (3032 bhits)
Capture Length: 379 bytes (3032 bits)
[Frame s marked: False]
[Frame is -dgnored: False]
[Protocols din frame: eth:goose]
[Coloring Rule mMame: EBroadcast]
[Coloring Rule string: eth[0] & 1]
- Ethernet II, Src: Alstomsr_09:10:4d (80:b3:2a3:09:10:4d), Dst: Iec-T<57_01:03:33 (01l:0c:cd:01:03:330
- Destination: Iec-TchS7_01:03:33 (0l:0c:cd:0l:02:330
address: Iec-Tch7_01:03:33 (0l:0c:cd:0l:03:33)
0L Li iies iees wwe. = LG bit: Globally unigue address (factory defaultl
e w2l il Liil oo wew. = IG kit: Group address (multicast/broadcast)
= Source: Alstomsr_09:10:4d (80:h3:2a:09:10:4d)
address: alstomGr_09:10:4d (80:b3:2a:09:10:4d)
0L Li iies iees wwe. = LG bit: Globally unigue address (factory defaultl
ceee WD L il i iee. = IG kit: Individual address (unicast)
Type: IEC 61550/G00SE (Ox88hE)
= GO0OSE
APPID: Ox0001 10
Length: 363
reserwved 1: 0x0000 (0D
reserved 2@ 0x0000 (0D
= goosepPdu
gochref: P4d44systemLLMO$GOSgchsT
timeallowedtoLive: 2010
datset: P444systemLNOfE00sasST
goID: P444
t: Feb 26, 2013 21:51:42.525999963 UTC
sthum: 11
sgMum: 2536945
test: False
confrewv: 1
ndsCom: False
numbatseteEntries: &4
- allpata: &4 tems
- Data: hoolean (30
hrnleans Falss
Q000 01 Oc <d 01 03 33 80 b3 2a 09 10 4d 88 b8 00 01 .&...3.. “‘..r\'1.d.“.“.1
alfnooafla ool
Q020 53 79 ¥3 74 65 6d 2f 4c 4c de 30 24 47 4F 24 67 Sgstem[L LNO$E0%g
ChsT.... ..Pd4d4d5y

o040 73 74 65 ad 2T 4c 4c 4e 30 24 47 &F &6F 73 63 33 stems LN 0%cooses
0050 54 B3 04 50 34 34 34 B4 058 51 Zd Z2e G2 8§ ar¥ ef T..P444., .Q-.n...
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ETHERNET

0 MAC (Media Access Control)

U Unique identifier that is 6 bytes long

O First 3 bytes correspond to OUI (Organization Unique Identifier) — For RTDS this value is 00:50:C2

0 Remaining 3 bytes must be uniquely allocated by the organization to avoid duplicates

L When a station connects to a network its NIC card senses the electrical connection, resolves the media type (bit
rate, encoding, etc.), and announces its presence
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ETHERNET

A station announces its presence in the network by
sending an ARP message o

acoot el ml’!.ia‘.;‘?&’im m!a’?i%‘éim
JARP = Address Resolution Protocol -

_d—;_.‘__w 4 '\'CE'J P S fHcoo 7 \ P -Dc 1]
CEe——— N = = - _—
Broadcast message (ff:ff:ff:ff:ff:ff) — —
[ [ Ethermet A
LAl connected stations take note of this in their ARP | e
14 56 -
table | ot | (2) ARF REPLY

{00 EO-FE 0% C2 11] e
Te: 192.16E.01
(00001 A IE0T5E
B =}

dSwitches use this information to match a destination
MAC address with a port number (lookup table)
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ETHERNET

Topologies
Ring Fully Connected

L 4
W Q00

Tree Bus
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ETHERNET

Ethernet Switching

“Switch” frames from one port to another

]

O Cut-through
U Store and Forward

Switch TX

U Fragment free

Four steps:

(] Receive frame

U Read destination MAC address
U Determine destination port per lookup table

O Transmit to the correct port
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ETHERNET

The speed of Ethernet

By far, most installations utilize 100Mbps links for communications
tx or rx time=bits/bit rate + switch fabric + queuing+media

bit rate = 100Mbps ~ 1 bit every 10 nanoseconds

switch fabric =~ 5 microseconds
queuing = function of frame size, network speed, and network load ~ 3 -5 microseconds

media= <1 microsecond for LAN
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ETHERNET

The speed of Ethernet

A typical GOOSE message will be around 300 bytes (2400 bits)
tx or rx time=bits/bit rate + switch fabric + queuing+media
tx or rx time=2400/100M+0.000005+0.000005+0.000001=35 microseconds

(Note that the typical travel time of an output contact is 4-6 milliseconds

In addition, a debounce time of 4-6 milliseconds is added
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ETHERNET

Conclusion

UEthernet becoming the predominant media inside substations
Auvailability of equipment and standardization are the driving factors

L Although non deterministic by nature, modern Ethernet is highly reliable
and suitable for Real Time Control Applications

dBandwidth consumption should be taken into consideration when designing
networks
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Part IV
|EC 61850 Edition 2
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IEC 61850 Edition 2

e |[EC 61850-7-1 series provides an overview of the architecture for communication and interactions
between systems for power utility automation such as protection devices, breakers, transformers,
substation hosts etc.

e Compared to the first edition, this second edition introduces:

the model for statistical and historical statistical data,

the concepts of proxies, gateways, LD hierarchy and LN inputs,
the model for time synchronization,

the model for GOOSE subscription and SV subscription monitoring

the extended logging function.

|t also clarifies the following points:

the use of numbers for data extension,
the use of name spaces,

the mode and behaviour of a logical node,
the use of range and deadbanded values,

the access to control actions and others.

ITEChHOIO gies celebrating 20 years as the
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Model for Statistical and Historical Statistical Data

* In many application domains, it is required to provide additional information of a basic
analogue value:

 statistical information (for example, minimum value calculated for a specified time period, for example,
minimum value of last 1 h),

 historical statistical information (for example, log of minimum values of the sequence of values calculated above,
for example, last 24 hourly values).

e This additional information may be derived from the basic analogue values. It may be
the only information provided — depending on the application requirements.
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Model for Statistical and Historical Statistical Data

Instantaneous
values

LN XXYZ Statistical values Statistical values

Calculate LN XX¥Z71 Calculate LN XXY 72
max and Analogue data min and Analegue data
LU || Analogue data LU LY | Analogue data

= -
\\“:H“H
~ T

- —
Analogue data || | | peried | p*-‘”c’“\; peiod ) Caleulation mode is PERIOD
Analogue data I eg. 10h

start command (CleStr not set)

total
Calculation mode is TOTAL

start command (CleStr not sef)

Sliding window
a—— newy value produced
Calculation mode is SLIDING

2.3 one week
start command (CleStr not set)

Statistical historical

values m

Log

Trigger option
trgOp= dupd

Calculate max and store in log

oy --*| Analogue data
e

03:00
| pericd | period | period [ peried | peried Ty .
| IR T T = Analogue data ] 04:00
ool =877 o 2 L 1 % o Analogue data | 0s:00
start command (CleSir set) + E
e.g. midnight 2004-10-03 3

J 03:00 - 0500
attr 0300
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Proxies and Gateways

* Proxies are special devices that mirror logical devices located in other IEC 61850 physical
devices. Hence, these logical devices are, from a functional point of view, transparent.
They can be identified independently of their location (in a separate device connected
to the network or in a proxy device).

e Gateways are network interconnection devices that translate protocols to other
protocols. For example, gateways may convert non |IEC 61850 data into IEC 61850 data.

e Logical devices allows for the building of proxies and/or gateways.

* Logical devices that mirror logical devices of other physical devices shall provide a LPHD
that represents the remote physical device on which the original LD resides (e.g.,

A _LD1). These logical devices shall have the data LPHD.Proxy.stVal of the LPHD set to
TRUE.
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LN Inputs

* |n Edition 1 there was use of Private Sections by all the manufacturers to help them use
SCL files for configuration of the GOOSE subscription within the constraints of their IED
configuration tool (ICT).

e Edition 2 introduced the concept of using a common method to describe the data flow
between Logical nodes.
* This new concept is still being worked out by IEC TC57/WG10 and will be part of Edition 2.1

e Generic LN input references are used to describe incoming signals from an external source, i.e.
reference to data coming from an LN hosted by the same IED or by another IED and its binding to an
IED specific internal address. It is also possible to describe the intended purpose of the incoming
signal. LN input references are defined by the instantiation of data named InRef and the use of the
common data class ORG, “object reference setting group”.
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Time Synchronization

* Time synchronization provides the accurate time for time tagging
(ms range) in applications such as reporting and logging or for
applications such as synchronised sampling (us range).

* This service category is described in IEC 61850-7-2

* Time synchronization shall meet the requirements of IEC 61850-5;
the specification of time synchronization is defined in the specific
communication service mapping (SCSMs) (for example, SNTP for
IEC 61850-8-1);
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Testing and Simulated Signals

* |n order to carry out functional, commissioning or maintenance tests, a
communications network-based SAS that supports testing functions

should offer some of the following facilities:
e at the IED level, the option of receiving multicast simulation signals instead of
actual signals (see 7.8.2);
e at the LN (function) level, the option of receiving test input signals instead of
actual signals (see 7.8.3);
e at the LN (function) level, the option of setting a function or a group of
functions of the system in test mode (see 7.8.4).
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Multicast Simulation Signals

 Example of an IED (IED1) receiving simultaneously simulation and
. IED
actual signals
LPHDA XXYZA
| sm.stva=ine Bh.stVal=on
ZSLEIE;EEE Simulation Bit = frus ——
To allow the IED1 to process the S wih he oo CoEE
simulated Goosel message o TRUE M”L”tﬂ% ‘j:& -
instead of the actual Goose 1 LI UL L o
message, the data Sim.stVal in ncomng 4
the LN LPHD1 shall be set to ey . | erocesses
TRUE. convr oeeet | INLILIULATLILL wy | |+
to TRUE conse 3 P, "
UL A -
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Input Signals Used For Testing

 Each LN may have one or several data named InRefl to InRefn
and used as input signals to the function represented by the LN

The CDC of data

InRefi is "ORG" =
Object Reference
. XCBR1 /Eetting
e The data can be used to switch
between actual and test incoming iR
. . - setSrcRef= PTRC1.Tr.general
signals as shown in the example. - setTstRef = GGIO.Ind stV
. . . \'I
* This change is made by setting the woomigietsigat | >
value of the attribute InRefl.tstEna to =g GEIOTnal st
TRUE. oiich
.-"rﬂ
-
Incoming actual signal
E.g. PTRCA Tr.gensral
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Test Mode

e Example of a function (LN XXYZ1) in test mode. In order to make the

function accept an incoming signal as valid for testing purposes, the
following conditions shall be observed:

HKYZ
 The mode of the function (Beh.stval) being part of
‘ ’ ‘ ’ Incoming signal Beh.st\/al=test
the test shall be set to ‘test’ or ‘test/blocked’,
* |n case of Goose or reporting services, the quality (Gooseor |
i e, -
value of the incoming data shall be ‘test’, fﬂjf:lﬂ S g
* In case of control services, the control service H"H-.,,ﬁ_ A
e o Incoming data
parameter Test value shall be TRUE. by oy 25 > processed
7 testbiocked as valid
. . . . . - -
Otherwise, the signal will be treated as invalid. - -
The detailed requirements for the different neoming signal |~ T,
states of Mod/Beh can be found in IEC 61850- (Control service
7-4 with Test=tru=)

ITechnologies
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Subscription Monitoring (LGOS and LSVS)

e The LGOS and LSVS logical nodes may be used to monitor subscription states
to GOOSE or SV signals. They contain mandatory information like status of the
subscription (active, not active) and other optional information e.g. the
source GOOSE or SV control block identification.

 The root LD LPHD.Sim.StVal is used to switch the ability of the DUT to accept
real or simulated test signals. The LGOS or LSVS will indicate the state of the
incoming signals.

e For example if LPHD.Sim.StVal=true and there is a SV telegram with the simulation flag
set=true then LSVS1.St.stVal=true and LSVS1.SimSt.StVal=true

ITeChnolo gies celebrating 20 years as the
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Extended Logging Function

* Some applications require the recording of sequential events whose
events are not only defined by the data that triggered the event but
also by other useful information that needs to be captured
simultaneously when the event occurred. The function used to set
the additional data to be captured is represented by the LN GLOG:

Generic Log.
 There shall be only one Log per LN GLOG
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I Technologies
THANK YOU

QUESTIONS?
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