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Introduction

* [IEC 61850-9-2LE for Substation Automation Systems

« CT and VT outputs are digitized at the Process Level
directly from the primary plant equipment using MUs

 Digital sampled value data is transmitted via Ethernet to
IEDs, meters, etc. t0 control (NCC) I ®I Technical Services
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Introduction

Benefits of IEC 61850-9-2 Process Bus

« Reduction in the amount of copper cabling

 Increased safety and reliability
e Based on Ethernet communication thus ensuring that it is

easy to configure and reconfigure

o Standard-based detailing specific communication
requirements to ensure interoperability

 One of the standards specified in the facilitation of the

smart grid
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Objectives

Motivation

 Fault diagnosis
e Developing hardware compliant with the IEC 61850
standard

Objectives

 Interpretation and understanding of relevant parts of IEC
61850-9-2 LE — CONFORMANCE testing

e Exchanging information between devices from different
vendors — INTEROPERABILITY testing

e Verification of accuracy of information exchanged -
PERFORMANCE testing
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Methodology

Conformance

e RTDS simulated power model developed in RSCAD
publishing IEC 61850-9-2LE sampled value messages

 Analysis of published sampled value message using
network protocol analyzer software — Wireshark

Interoperability
« RTDS simulated power system model — publisher

« OMICRON CMC-850 — subscriber
« MUs from different vendors publisher/subscriber

Performance
« Accuracy of measurement
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Methodology

Laboratory system setup
RTDS Technologies User Group Meeting
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Case study 1 - Conformance

‘ GPS Satellites _ _ _
; Configuration Settings
/ \‘ 80 samples/cycle (9-2LE)

Destination MAC address
. GPS
| Satellite Clock App ID
VLAN ID
SV identifier

Amplifier
H'Iergl ng Units

Analugue Cutput

Ampllﬁer
H"'"

Wireshark
MNetwork
Protocol Analyzer

IEC 618250-9-2LE
Time sync
MU — Merging Unit RTDS.GTHNET

Card

Conformance testing system setup
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Case study 1 - Conformance

g8 | 7lelslalszlalu
msh

APPID (4000

Length
Start of frame

U000
0x01 reserved 1
Ox0C

o 0xCD
Destination address X

Ux0000
0x04 reserved 2

Header APDU
MAC

Source address

See below

(Pad bytes if necessary)

Priority PID
tagged

Frame check sequence
User priority | CFI |
VID

Complete Sampled value message frame as defined in IEC 61850-9-2LE
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Case study 1 - Conformance

§17 16 [5 43 [2[1

Start of frame

Destination address

— SOuUrce address

F Frame 156: 128 hytes on wire (1024 hits), 128 bytes captured (1024 hits)
£ Ethernet II, Src: RtdsTechno OLl:dd (00:50:c2:4f:01:d4), Dst: Iec-Tc57_04:00:04 (01:0c:cd:04:00:04)
7 Dpestination: Iec-TcS57_04:00:04 (01:0c:cd:04:00:04)
address: Iec-Tc37_04:00:04 (01:0c:cd;04:00;04)
= IG bit: croup address (multicast/broadcast)
. = LG bit: clobally unique address (factory default)
9 source; thsTechno {Jl d4 (00:30:c24f:91:d4)
address: Rrrdstechno_0L:dd [D0:50:c2:4:91:d4)
O cive i cinn v = IG bit: Individual address ([umicast)
0. ve viww = LG bit: clobally unique address (factory default)
T}fpe 3[12 1[1 Wrtu.ﬂ LAN (ﬂxBlDDj
i B02.10 virtual LAN, PRI: 4, CFI: O, ID: O
100, ... oes .l - Priority CGntru11ed Load (4)
= (FI: Canonical (0)
. 0000 0000 0000 = 100 O

[ Destination
address

— TPID

— TCI

— Ethertype

Lengih start |00

— Length (m + 8)

| Reservad 1

i}
|
2
3
4
5]
f
T
B
9
10
11
i2
13
14
15
i
17
18
id
Al
By
)
A
24
2

— Reserved 2

Type. IEC 61850/5v (Sampled value Transmission (0x8Eba)
IECH1850 Sampled values

APPID: Dx4000

Length: 110

Raservad 1: 0x0000 (0)| Source

Reserved 2: 0x0000 (0)

savPdu

noasou: 1

g0 64 80 01 l}l a2
4d 35 30 30 30
1 01 87 40

00 4o 00

Fixed Portion of the Sampled value message frame published by the RTDS MU

RTDS Technologies User Group Meeting 25 January 2016, Johannesburg



Case study 1 - Conformance

- savPdu
noAsSDU: 1
= segAsSDU: 1 item
= ASDU Tag
svID: TESTGTMUOOOL indicating
smpCnt: 1701 Tag indicating start of

confref: 0
start of
smpSynch: local (1) i

Phsmeasl

value: 847126
® quality: 0x00000000,
. value: -438639
18 Length Start APPID ® quality: 0x00000000, v
;g value: -408487
v Length (m + 8) # quality: 0x00000000, va
22 value: 0
5 Reserved 1 ® quality: 0x00000000, va
24 Reserved 2 value: 18159839
25 # guality: 0x00000000, val
26 — value: -B585614
APDU (of length m) a7

TTTTTmnemmmmmsmmomsmmmenooees 00 00
(Pad bytes if necessary) 54 47 54 4d

Frame check sequence 0 00 00 00
] f 7c fe 72
ff ff ff

Variable Portion of the Sampled value message frame published by the RTDS MU
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Case study 1 - Conformance

savldu [ &0 ] 0 ,
noASD [ 80 [ Lin ] & |
| A2 |

Sequence of ASDU

° SAVPdu - Sequence ASDUL “

- Data set (payload) -
contains analog 3-phase
voltages plus the
neutral and 3-phase
currents plus the
neutral;

smpCnit

=

Sequence of Datz

Sequence ASDUZ
Sequence ASDIE
Sequence ASDILM
Sequenice ASDIS
Sequence ASDIG

Sequence ASDUT

s B (s & B8 =

Sequence ASDIIE

ASN.1 Ta

Dataset (payload) of the Sampled value message frame published by the RTDS MU
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Case study 1 - Conformance

H savPdu
nNoOASDU: 1
E segAaSDU: 1 item

= ASDU
svID: TESTGTMUOOOL
smpCnt: 1701
confref: 0
smpsynch: Tocal (1)

i ll!h N T i

’lll[l’ ’]Illl‘ » gquality: 0x00000000, validity: good, source: process

value: -438639
quality: 0x00000000, validity: good, source: process
value: -408487

quality: 0x00000000, validity: good, source: process
value: 0

quality: 0x00000000, validity: good, source: process
value: 18159839

guality: 0x00000000, validity: good, source: process
value: -8585614 Ph B Curr

N Curr
_ 00 -
Ph C Curr ‘ quality  Eo oo 4 80 01 ..@) quality
e e 4 45 4d 55 3 30 :
(Pad bytes if necessary) —— 31 82 Y2 06 a5 4 00 0000 8BS 01 B7 40

00 d 18 00 00 00 00 (FF £9 4e 9104 00 00 00 quality

cC e
0050 Nff_f9 c4 59 00 00 00 00_00 00 00°00 00 00 00—..
006001 15 18 df] 00 00 00 Ff 7c fe 7700 00 00 00 === quality

£f_6d e8 bl 00 9O 00 00\Ff Ff £ £1 D00 00 00 .M. . .
Ph A Volts Ph C Volts : : quality

Ph B Volts

Frame check sequence  —

Dataset (payload) of the Sampled value message frame published by the RTDS MU
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Case study 2 - Interoperabllity

GP 5 Satellites

GPS e
Satellite Clock i OMICRON

CMC B30

b [

rd
/IEC 61850-9-2LE
IEDs

H‘H"i : (-
Low-Level -
Analogue Output 2 P
Metwark -

Cloud

'°"r 1,. Mergmg Units

Wireshark Network
Protocol Analyzer

— IECE1850-9-2LE ' :
Time sync -l %
MU — Merging Unit

RTODS-GTNET
Card

Interoperability testing system setup
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Case study 2 - Interoperabllity

]

QT

~ SVScout capture of the sampled value message publlshed by RTDS
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Case study 2 - Interoperabllity

¥ 1921681253

2 Most Visited 'H.' Getting Started | hittp--mere.engineerin.. & MNew Advancement Dir.., D Suggested Sites | | Web Shice Gallery

CMC 350 — . : ﬂwmquﬁ
CIRAH ol IHHIED

Start Sampled Values » Synchrophasors lima PCAP Playback Help
Selection H— E.[ﬂg

Receiving sampled values. To change the configuration, first stop the receplion

ETH2 01:0¢.cd.04:00:04 16384 (0x4000) TESTGTMUD001
ETH2 01:0c.cd:04.00.05 16384 (0x4000) AlstomMUO1

| Stop |

RTDS subscription to OMICRON CMC-850 sampled value message
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Case study 3 - Performance

F ‘New Tab k. ﬂ!mﬂhm Home :-:;'?_E CMC 850 AFOILE - Multim... 3¢ |

= A 1921681253

L= rost Visited @@ Getting Started hittp- - Freore. engenesrin. . w Mew Advancennent Dr... ﬂ Suggested Sites |

CcCwviC 850
C A HH!

Sampled VWaluas - Synchrophasors Time PCAFP Playback

Mu-l'lim;t-r

EE-tI-I'I'IE-IEEbd frequency

128 473 W -2 70 = 128 A¥3 W
128 4T3 WV =122.T70 * 128 4T3V
128 4T3 W 117.30 = 128 AT3 W
(L RT .00 = LT

500 1 A -568 * 500 1 A
500 1 A -125.68 © 500 1 A,
509 1 A 114 32 = 5090 1 A
0.0 A 0.00 = 0.0 A

RTDS SV measurements subscribed to by OMICRON CMC-850
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Case study 3 - Performance

BH CMC 850 AFO31EB - Oscillos... %

€ il @ 1921681253 indexphpipage=iec_osc

@ Most Visited @ Getting Started :: http--more.engineerin... % MNew Advancement Dir... ﬂ Suggested Sites :: Web Slice Gallery

CMC 850 OMICRON gq
E2lHHI '

Start Sampled Values Synchrophasors Time PCAP Playback
Sampled Values H En
Oscilloscope ﬂ_ [CAP

Voltages -

— VAN — VBV — VOV
200000 — B/ =

1600004
1200004
0000+
<0000

o
-40000
-80000 4
-1z20000
-1600004 dt//

! y y y u] Eb ?b Sb gﬂ 160 liD léD léD LAD léD léD

-200000 -y

3
SmpCnt

3-phase voltages subscribed to by OMICRON CMC-850
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Case study 3 - Performance

Reference Values from the RTDS RMS
Current
deviation
0.00017%

Instrument Transformer Measurements

RMS
Voltage
deviation
0.021%
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Conclusion and Future work

« RTDS Sampled value message structure confirmed
* Interoperability between RTDS and MU
 Measurement accuracy confirmed

Future work

« Embedded systems development

 Foundation for developing hardware and systems
compliant with the IEC 61850 standard
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